Access Grid Toolkit Core Design

Summary

The Access Grid Toolkit is built upon a core of technology that provides basic data structures and interfaces for building services, clients, and the middleware that makes up the Access Grid. The toolkit is a complex set of software components that has some common parts that are used by many or all of the toolkit parts. Some of these common parts include configuration data, a logging solution, command line parsing, initializing the security environment and perhaps other parts. This document describes the core design with respect to these parts.

Design Overview

All applications, services and clients that use the AGTk involves parsing command line arguments, verifying the execution environment and initializing the logging and security environment.

Technology Decisions

Currently the Access Grid Toolkit is implemented in the python programming language, which includes many standard modules to provide rich functionality. The toolkit is using the python logging module, the python Config parser module (for both configuration and data/meta-data persistence), and the getopt module to do command line parsing. The security solution used in the AGTk is built on top of pyGlobus 2.X and the Globus Toolkit 2.X. There is a significant amount of middleware development that has been done and is currently part of the AGTk; it is described in the Security Design Document.

Module Decomposition

Specifications

Command Line Parsing

Not done yet.

Toolkit Configuration / Environment Verification

The configuration of the Access Grid Toolkit (AGTk) software includes the basic software installation, system wide configuration, and per-user configuration. Additionally, the AGTk provides the ability to simply extend its functionality by installing new node services and applications. Administrators can add these and make them available system wide, or users can install them for themselves. This has an impact on what information is stored in the system wide and per user configuration.

Per System Configuration

Each installation requires some system wide configuration information for all users. This information is stored in the system configuration location.  This information includes:

Trusted CA Certificates -- This is a list of certificates from Certificate Authorities
 that are trusted.

Node Service Configurations -- These are stored configurations for the AGN.

Application Repository -- This is where system wide AG specific applications are installed.

Service Repository -- This is where system wide AGN Services are installed.

Per User Configuration

Each user has a configuration location that allows them to provide more user-centric configuration information. This configuration location houses the following data:

Client Profile : This profile represents the user in the system, it includes information such as their real name, email address, phone number, geographic location, home virtual venue, etc.

Identity Certificates : These are certificates issued by a Certificate Authority, used to prove the user identity to entities requiring certificate based Authentication.

User Specified Trusted CA Certificates : This is a list of additional Certificate Authorities that the user trusts.

Venue Client Preferences : The user tailored preferences for the Venue Client software.

Application Repository : This is location of the applications the user has installed for their own use.

Service Repository : This is the location of the AGN Services the user has installed for their own use.

Runtime Configuration

There is a need for two types of run time configuration data; temporary and long term. The difference is primarily that the temporary data is relevant only for the duration of a single execution, but the long term data is relevant across multiple executions. There are well established mechanisms for dealing with temporary data, but in order to support long term data primarily for AGN Service Managers, there needs to be a location and an interface for finding that location. This is currently necessary for services that have been downloaded and installed by Service Managers.

Configuration Data Access

The configuration information is layered with the following layers, the numbering represents the order in which the information is discovered and, if found, returned to the executing software.

Per-user configuration 

Per-system configuration

Developer specified configuration

System specific default configuration information

The Developer Specified configuration is a mechanism for developers to override configuration information so that they can use multiple releases of the software. It also enables developers to work with multiple versions of the AGTk at the same time.  Table 1 shows the environment variables that can be used to override the default configuration and setup a Developer Specified configuration.


Override Env. Var.
Linux Path
Windows Registry Key

 System Dir.
 AGTK_LOCATION
 /etc/AccessGrid
 [ConfigPath]

 User Dir.
 AGTK_USER
 $(HOME)/.AccessGrid
 [UserConfigPath]

 Install Dir.
 AGTK_INSTALL
 /usr/bin
 [InstallPath]

 Doc Dir.
 AGTK_INSTALL
 /usr/share/doc/AccessGrid/Documentation
 [InstallPath]\Documentation

Table 1.

A Developer Specified configuration can be created with the bin/CvsSetup.py program.  It creates configuration files in the directory you choose.  It also creates a script that, when run, sets your environment to use the configuration you just created.  Details on how to run CvsSetup.py are in README-developers file, but here is a simple example on how to create a configuration within a directory called “cfg”.:

> python bin/CvsSetup.py --agdir . --dst cfg

Logging Initialization

Not done yet.

Security Initialization

Conclusion

This document lays out the configuration layer that exists below the AGTk software. This configuration layer provides the ability for users to entirely tailor their experience with the AGTk, share configurations system wide, and enables developers to override the defaults.

Appendix A. AccessGrid Environment

Linux AccessGrid Environment

System Config Directory
 /etc/AccessGrid
or
AGTK_LOCATION

[overrides default]

Install Directory
 /usr/bin
or
AGTK_INSTALL
 
[overrides default]

AccessGrid python module

location
/usr/lib/python2.2/site-packages/AccessGrid
or

PYTHONPATH
 
[overrides default]

User Config Directory

$(HOME)/.AccessGrid
or
AGTK_USER
 
 
[overrides default]

Documentation Directory
/usr/share/doc/AccessGrid/Documentation
or
AGTK_INSTALL
 
[overrides default]

Linux Globus Environment

GLOBUS_LOCATION
/usr/lib/globus

GLOBUS_HOSTNAME
machine specific

GLOBUS_PATH
/usr/lib/globus

GPT_LOCATION
/usr/lib/gpt

SHLIB_PATH
/usr/lib/globus

SASL_PATH
/usr/lib/globus/sasl

LD_LIBRARY_PATH
/usr/lib/globus/lib

LIBPATH
/usr/lib/globus

PATH
/usr/lib/globus/bin : /usr/lib/globus/sbin

Windows AccessGrid Environment

AG Registry keys are located in hkey_local_machine/Software/AccessGrid Tookit/2.0


System Config Directory
Registry key [ConfigPath]:
  C:\Documents and Settings\All Users\Application Data\AccessGrid
or

AGTK_LOCATION

[overrides registry]

Install Directory


Registry key [InstallPath]:
  C:\Program Files\AGTk 2.0
or
AGTK_INSTALL
 
[overrides registry]

AccessGrid python module

location
C:\Python22\Lib\site-packages\AccessGrid

or
PYTHONPATH

[overrides default]

User Config Directory
Registry key [UserConfigPath]:
  C:\Documents and Settings\username\Application Data\Access Grid Toolkit\config
or
AGTK_USER


[overrides registry]

Documentation Directory


Uses registry key [InstallPath]

 [InstallPath]\Documentation
  C:\Program Files\AGTk 2.0\Documentation
or
AGTK_INSTALL

[overrides default]

Windows Globus Environment

Registry keys in this table located in hkey_local_machine/Software/Globus/GSI

GLOBUS_LOCATION
C:\Program Files\Windows Globus

GLOBUS_HOSTNAME
machine specific

Registry: x509_cert_dir
C:\Program Files\Windows Globus\certificates

Registry: HKEY_USERS/---/Software/Globus/GSI



Registry keys in this table are located in hkey_users/---/Software/Globus/GSI: 


x509_cert_dir
C:\Program Files\Windows Globus\certificates

x509_user_cert
C:\Documents and Settings\username\Application Data\globus\usercert.pem

x509_user_key
C:\Documents and Settings\Eric\Application Data\globus\userkey.pem

x509_user_proxy
C:\DOCUME~1\username\LOCALS~1\Temp\proxy

Appendix B. AccessGrid File Locations

AG File Locations on Linux:

/etc/AccessGrid/AGNodeService.cfg

/etc/AccessGrid/videoresources

/etc/AccessGrid/nodeConfig/defaultLinux

/etc/AccessGrid/services/AudioService.zip

/etc/AccessGrid/services/VideoConsumerService.zip

/etc/AccessGrid/services/VideoProducerService.zip

/usr/bin/VenueClient.py

/usr/bin/VenueServer.py

/usr/bin/SetupVideo.py

/usr/bin/VenueManagement.py

/usr/bin/AGNodeService.py

/usr/bin/AGServiceManager.py

/usr/bin/rat

/usr/bin/vic

/usr/share/AccessGrid/ag.ico

/usr/share/doc/AccessGrid/Documentation/VenueClientManual

$(HOME)/.AccessGrid/AGNodeService.cfg   (exists if user saved a default configuration)

$(HOME)/.AccessGrid/ApplicationDatabase  (exists if a shared application is installed)

$(HOME)/.AccessGrid/certRepo

$(HOME)/.AccessGrid/local_services

$(HOME)/.AccessGrid/myVenues.txt

$(HOME)/.AccessGrid/nodeConfig

$(HOME)/.AccessGrid/personalDataStore

$(HOME)/.AccessGrid/profile

$(HOME)/.AccessGrid/profileCache

$(HOME)/.AccessGrid/SharedApplications   (exists if a shared application is installed)

AG File Locations on Windows:

Registry Keys

HKEY_LOCAL_MACHINE\SOFTWARE\Access Grid Toolkit:

[ConfigPath]

C:\Documents and Settings\All Users\Application Data\AccessGrid

[InstallPath]

C:\Program Files\AGTk 2.0

[UserConfigPath]

C:\Documents and Settings\UserName\Application Data\

Access Grid Toolkit\config

AccessGrid files

[InstallPath]\VenueClient.py

[InstallPath]\VenueServer.py

[InstallPath]\AGServiceManager.py

[InstallPath]\AGNodeService.py

[InstallPath]\SetupVideo.py

[InstallPath]\vic.exe

[InstallPath]\rat.exe

[InstallPath]\config\agicons.exe

[InstallPath]\Documentation

[InstallPath]\services\AudioService.zip

[InstallPath]\services\VideoConsumerService.zip

[InstallPath]\services\VideoProducerService.zip

[ConfigPath]\nodeConfig\defaultWindows

[ConfigPath\nodeConfig\AGNodeService.cfg

[ConfigPath\nodeConfig\videoresources

[UserConfigPath]\AGNodeService.cfg  (exists if user saved a default configuration)

[UserConfigPath]\ApplicationDatabase (exists if a shared application is installed)

[UserConfigPath]\ApplicationDatabase

[UserConfigPath]\certRepo

[UserConfigPath]\local_services

[UserConfigPath]\myVenues.txt

[UserConfigPath]\nodeConfig

[UserConfigPath]\personalDataStore

[UserConfigPath]\profile

[UserConfigPath]\profileCache

[UserConfigPath]\SharedApplications   (exists if a shared application is installed)

� A Certificate Authority issues certificates to entities. To believe a certificate represents the entity you must trust the Certificate Authority’s policies and procedures for verifying identities before issuing certificates.
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