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Collaboration Continuum ceorred] B

e Collaboration activity
—published documents

—Wweb pages

—dlrect.ory/ presence information Decreasing % of

—text-based chat _

—current activity awareness _Increas_ng
Interactivity

—teleconference/telephone
—application sharing
—Videoconference
—access grid

—meeting in person
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Collaboration Goals rereeny]

Collaborative interactions need to be supported by a
continuum of tools

— basic connectivity capabillities should be
ubiquitous

— collaborators need to be able to share their work
processes / convey progress / identify issues

— provide context sensitive information - avoid
Information overload

— support of day-to-day interactions increases the
need for face-to-face meetings

Security Is becoming more important
— protection from hackers
— privacy of data
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User - Collaboration Realities ’Q

Collaboration takes effort
— must provide a perceptible benefit
— must fit with current work practices
Collaboration tools need to be used regularly (not on the shelf)

Group must already have a strong need for and interest in
collaboration

Tools need to be easily scalable in size and number of
organizations

— small groups have difficulty deploying and supporting
infrastructure

— large groups require an ability to connect with people and
sites they do not know

Scientists don’t want to continuously collaborate but, they want it
available on demand

Interactions are often asynchronous — different timezones
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Tool — Collaboration Realities ey i

Development of new individual tools and capabilities
IS progressing rapidly

Collaboration environment is often an amalgamation
of many individual tools

User interfaces of the tools are all different

Tools do not generally interoperate or communicate
— security (e.g. authentication and access control)
— events

— logging/recording

Still working to understand the requirements /
sociological implications

Need to find a way to make collaboration an implicit
part of the environment
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Collaborative Collaboration Tools ’—Q

Security — authentication and authorization

— single point of login

— group and individual authorization
Communication

— communicate easily between components

— scalable to large groups

— flexible delivery models (e.g. reliability and order)
Logging — ability to record all that occurred in a session
Events — notifications between tools
Search capabilities
Collaboration context awareness

Presence information
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Peer-to-Peer Model ceorred] B

Allow ad-hoc collaboration
Remove centralized servers

— scalable to large collaborations
— remove bottleneck

Better model for many collaborations — no natural
central authority

Easy to add new resources to the collaboration
— minimize setup required
— allows local control over resource authorization
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Group Communication ceorred] B

Ultimate peer-to-peer infrastructure

Provides efficient communication mechanism for
collaborating groups

Simplify application development

Flexible delivery capabilities to support a broad range
of application needs

— ordered and unordered communication
— reliable and unreliable communication
Scalable to collaborations with many members

Support access control, confidentiality, authenticity,
and integrity among group members
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InterGroup Goals rereeny]

Any member of the group can send messages to the
group

Membership tracked with notification of membership
changes

Deliver messages at each member of the group in a
consistent order

— FIFO order, causal order, or timestamp order
— membership changes delivered in order
Scale to the Internet

— groups with many members

— heterogeneous latency between members
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InterGroup Schematic rereeny]
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Secure Group Communication ey

BERKELEY LAB ‘

e Goals

— provide a secure channel for the group with
properties similar to Secure Socket Layer (SSL)

— authorization of group members (individually
enforced)

— group key management (not centralized)
— group security optional

— portable implementation

— uses the Akenti authorization service
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Group Communication Architecture ... ‘.-'::‘
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Environment (PCCE) Goals

e Collaboratory centered around a shared computation
workflow

e Support ‘continuous’ collaboration
o Target daily tasks and base connectivity

» Web-based interface available for ease of
use/installation

o Collaborative workflow tools
« Leverage off of existing components when possible
* Leverage off the Grid services
—security
—directory services
—ijob submission and tracking
e Standards-based components
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Akenti-based Authorization ceorred] B

BEHKE

Distributed authorization of access to resources

User identification based on X.509 Identity
certificates

Access control using distributed digitally signed
certificates

Short-lived capability certificates generated for
frequent, fine-grained access control

Resource owners manage authorization
Scaleable to multiple distributed stakeholders
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Conclusion ceorred] B

Collaboration tools need to provide
— connections between people and with resources
— enable an integrated work environment
— not just support meetings
— work centered collaboration
— significant value to users
— easy to integrate with current practices
Common infrastructure capabilities are important
— security
— directory services
— logging/recording
— events

Group communication capabilities will allow more efficient
design of collaborative tools
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